FAMOUS User Agreement Instructions

1. Print or copy the agreement on your institution’s letterhead.

2. Carefully read Section I, FAMOUS User Policy.
3. Complete Section II, Certification of FAMOUS User.  
a. If you require access to multiple campuses, list each campus and indicate whether you require Read Only or Update access for each campus listed.  You may have different levels of access at different campuses.  For example, if you list Campus A, Campus B and Campus C, you can select Read Only access at Campuses A and B but Update access at Campus C.
b. Carefully read the certification.
c. Sign and date the agreement.
d. Print or type your full name.
e. Print or type your title.
4. Have your institution’s chief executive officer (president, chancellor, or superintendent) or a designee complete Section III, Certification of Institutional Representative.  The institutional representative should:
a.  Print or type the institution name where indicated.  If multiple campuses are involved, the main campus will suffice as long as the association between campuses is clear such as when all campuses contain the system name in their full name (System name – Campus A).
b. Carefully read the certification.
c. Sign and date the form.
d. Print or type their full name.
e. Print or type their title.
f. Provide a designation letter signed by the institution’s CEO, policy, bylaw or other demonstration of authority, if the agreement is signed by a designee of the CEO.
5. Fax or mail the completed agreement to:
Missouri Department of Higher Education

Attn:  State Student Assistance Programs

P.O. Box 1469
Jefferson City, MO  65102-1469
Fax (573) 751-6635
FAMOUS User Agreement

Section I.  FAMOUS User Policy.

The Missouri Department of Higher Education (“MDHE”) maintains an integrated database system called “FAMOUS” for the administration of the state’s financial aid programs under the jurisdiction of the MDHE. The MDHE permits employees of secondary and postsecondary education institutions and MDHE employees (all of whom shall be referred to collectively hereinafter as “FAMOUS users”) to access the information maintained in FAMOUS for the sole purpose of administering those programs.
FAMOUS contains information about students, including information that constitutes “personally identifiable student records” as defined by the Family Educational Rights and Privacy Act (“FERPA”). “Personally identifiable student records” include records revealing information including but not limited to: (a) the student’s name; (b) the name of the student’s parent or other family member; (c) the address of the student or student’s family; (d) a personal identifier, such as the student’s Social Security Number or other student number; (e) information about a group of students that contains ten or fewer students; (f) a list of personal characteristics that would make the student’s identity easily traceable; and (g) other information that would make the student’s identity traceable.1 This information shall be referred to hereinafter as “records.” 

The requirements contained in FERPA are designed to protect the confidentiality of these records.  However, the statute permits the disclosure of personally identifiable student records for the purpose of administration of financial aid programs2. 

The MDHE authorizes access to FAMOUS only to the extent permitted under these federal requirements.  As a consequence, in order to be granted and maintain access to FAMOUS, FAMOUS users must agree to: 

· Use records only for the administration of financial aid, unless the user is an employee of the MDHE and uses the records for other purposes permitted by FERPA; 

· Maintain the confidentiality of the records at all times; 

· Keep the records in a secure location at all times; 

· Restrict access to the records to those individuals who need such access in order to perform their responsibilities in connection with the administration of financial aid. A FAMOUS user may disclose the records to third parties hired by the FAMOUS user or the education institution employing the FAMOUS user to assist with the administration of financial aid, provided that the FAMOUS user shall be responsible for ensuring compliance with this policy by such third parties; 

· Advise individuals to whom they grant access to the records of their obligations with regard to this policy; 

· Not disclose the records to any other person or entity; 

· Use all reasonable and appropriate measures to protect the records from unauthorized disclosure; 

· Return any hard copies of records promptly when asked to do so by the MDHE; 

· Destroy any hard copies of records when they are no longer needed for the administration of financial aid. The destruction of hard copies of records must be executed in such a manner that no personally identifiable information may be ascertained from the records after their destruction; and 
· Notify the MDHE immediately if they no longer hold a position requiring FAMOUS access to perform their job duties.
FAMOUS users who do not abide by the terms of this policy may be subject to penalties determined by the MDHE. Penalties may include but are not necessarily limited to removal of a user’s access to FAMOUS or an institution from the MDHE’s list of approved schools. 

1 34 CFR Part 99.3 

2 20 U.S.C. § 1232g(b)(1)(D)

Section II.  Certification of FAMOUS User.  

(To be completed by the user requesting access.)

I hereby request the following access to FAMOUS.*  

*All high school users will have update access.
	Institutions/Campuses

to be Accessed through FAMOUS
	Type of Access at Each Institution/Campus

	
	Read Only
	Update

	
	· 
	· 

	
	· 
	· 

	
	· 
	· 

	
	· 
	· 

	
	· 
	· 


I have read, understand, and agree to abide by the FAMOUS user policy.  Furthermore, I agree to maintain my user ID and password in a secure location and not share it with anyone.  I understand that my access to FAMOUS at the institution(s)/campus(es) indicated above will be terminated along with my termination of employment at that institution(s).  I further understand violation of this agreement may result in penalties determined by the MDHE, including but not limited to removal of a user’s access to FAMOUS or an institution from the MDHE’s list of approved schools.  I agree to abide by the terms of this agreement under any legal name I have now or in the future.
_________________________________________________________
__________________

User Signature








Date

_________________________________________________________

Printed or Typed User Name

__________________________________________________________

Printed or Typed User Title

Section III.  Certification of Institutional Representative.
(To be completed by the institution’s chief executive officer, or designee.  The chief executive officer may be a president, chancellor, or superintendent.)

I hereby certify that the individual indicated in Section II is an employee of _________________________________________________________________________________
(Institution Name)

who has accurately and truthfully represented their position at this institution.  I further certify the above individual requires access to FAMOUS at the institution(s)/campus(es) and level(s) indicated to perform required duties relating to the administration of student financial assistance.  I understand that failure of the employee to abide by the terms of the FAMOUS user policy may result in penalties determined by the MDHE. Penalties may include but are not necessarily limited to removal of a user’s access to FAMOUS or an institution from the MDHE’s list of approved schools. 

_________________________________________________________
__________________

Signature of Institutional Chief Executive Officer or Authorized Designee

Date

(If Authorized Designee, a designation letter signed by the CEO, policy, bylaw or other demonstration of authority must be included with this agreement.)
____________________________________________________________
Printed or Typed Name of Chief Executive Officer or Authorized Designee
_____________________________________________________________
Printed or Typed Title of Chief Executive Officer or Authorized Designee
